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Is a core element in an organization to counter crucial threats of
cyber attacks including

Cyber Cyber
Espionage Crime

To upgrade aAyour organization cyber team to become an expert
cyber security Team, we introduce our Devusion System as a
comprehensive training and simulation solution.
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Cyber
Warfare
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This system is equipped by an essential virtual machine.
Compiled and designed based on real cyber-attacks experienced
by both military and private organizations. In order to enhance
your cyber security team, we have also introduced the types of
cyber-attacks that can occur in the future in the Devusion
System, so that the capabilities and capacity of your team will
be updated.

The Devusion System is also known as an integrated component
of various cyber defense solution.

Technology is a part of the solution

The method used in Devusion System is
to learn and know the strategies of :
cyber-attack in order to do prevention. “Document | “Application
The ultimate goal is the security of your

ORGANIZATION'S INFORMATION @ I”

assets such as

-
-
-
[
—
sl
b
i

WebS|te “Database




Dominate The New Dimension

i’ﬂ =vUSIOn

NG AT

B A strong cyber security system needs a great Anti Cyber Warfare team.
These cohesive combination shall manage the cyber threats easily.
Therefore, an organization needs a group of people who are:

Competent Collaborative Well-Trained Up To Date
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mm Traffic Simulation

SOI Utlon mm  Attacking Simulation

. Blue Team
Defender
_ Board of Jury
. RedTeam
Fighter
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Security information
and event
management

DMZ
Segment

Web
Segment

SCADA
Segment

DB Segment GE
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Training Preparation Training Execution Training Summary

Review and Evaluate trainees
performance based on:

Trainee s reports

Cases execution based on
selected scenarios:
Defense and attack simulations

E- Scenario Selection
M Network Modification

B Team Allocation Normal and threat networks Score-board system

MW Time required determination condition Training documentation

Full monitoring by board of jury
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The Devusion
System is able to
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B Generate Traffic
Escalates traffic into the
simulation network

M Simulate Regular Network
Traffic http, https, ftp, smtp,
pop3 and etc.

B Provide Cases of Multi-
level threats,

Possess a skillful attack
capabilities and performs a
comprehensive
assessment of each phase
of attack
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Different Types of Threats, from

Different

etwork Locations
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Web Defacement
Apache Shutdown
Malware Attack
SQL Injection
DDOS

DB Dump Via FTP Exploit
Java Applet NMS / SIEM Shutdown
Killer Trojan

Trojan Share Privilege Escalation
WMI Worm

Java Applet - Send Mail

Stuxnet
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Full independence of customers
in excuting training sessions

:
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Comprehensive training material =

SCADA, IT, and combined e
training are all in one platform 2| —m——————

Skills improvement tracking based
on participants evaluation card

Skills improvement during training v/ HLEE
executing based on participants v/ ELEE——
evaluation /I
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